
As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LEes should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will requi~ clear definitions of the specific responsibilities of the CPE owner to
sec~ their equipment, the manufacturer to adequately WIlD the customer of the of the toll fraud
risks associated with features of the CPE, and the lXCs and LEes to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be nealiaent, then they should bear the cost of the
fraud. I do not believe any damIIes should be awarded to the aarieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, the~ wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the infonnation, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to arow beyond the SS billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

VIEWLOGIC Sysst.ems, tnc.

/~~
Patricia Anzivino
Office Manager



I

OOCKET ~!LE COpy ORIG!NAI

• " I

January 11, 1994

Mr. William F. Canton
Acting Secretary
Federal Communications Commi$sion

1919 M Street NW Ji
Washington, DC 20554

Re: CC Docket no. 93-292
::>

Dear Mr. Canton:

I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint GuardTH, MCI DetectTH , and
AT&T NetprotectTH ) and insurance companies are too expensive. Monitoring
and proper notification by the IXCs must be a part of the basic interexchange
service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between IXC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.

No. of Cooies rsc'd ((J)..I' ~ .. .
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner; and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
telecommunications industry including users, vendors and carriers. I am sure.
that if we all work together we can and will make a positive impact on this
problem.

SjnCereIY~~
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Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M StreetNW
Washington, DC 20554

Dear Mr. Canton,

I am very encouraged by the current language in your proposed rule making (CC Docket # 93-292
regarding toll fraud. Toll fraud is a financially devastating problem that efIec e en'
telecommunications industry.

Although I may be able to reduce my risks, no matter how many steps I take to secure my systems and
trunking, I am still vulnerable to toll fraud. PBX owners are not able to completely control their
environment. Although we can and should be responsible for implementing and properly using PBX
security features, our options are controlled by what is provided by the IXCs, LECs and CPE vendors.
PBX owners must not be responsible for 100% of the toll fraud.

Current programs offered by some IXCs (Sprint Guard, MCl Detect and AT&T Netprotect) and insurance
companies are too expensive. The IXCs and LECs should be required to provide monitoring and prompt
notification as a fundamental part of their basic service. They must also be required to be pro-active in the
use of network technologies to improve defenses against toll fraud as a part of their basic service.

CPE vendors must not ship equipment with default passwords. Password lengths and alpha-numeric
fonnats must meet acceptable computer industry standards. Password aging must be a standard option
along with dial back modems or other proven technologies to secure access. CPE vendors must clearly
identify any features that pose a risk of toll fraud and provide detailed information on the nature of the
risk. Finally, CPE vendors must provide this security as a cost of doing business rather than as an
opportunity to sell additional products and services.

The elimination of this problem requires a cooperative approach rather than an adversarial one. The
changes in technology and networks that are the exciting future are also the sources of toll fraud
opportunities. Service and equipment providers must provide us with the tools to protect us from this
activity.

Sincerely,

c2;2~
Bruce Hutchison
Director of Telecommunications

pc: File
No of Cop' '.... I1A - ..
list ABCOtr rae u ~.
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January 11, 1994

Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW
Washington, DC 20554

Re: CC Docket no. 93-292

Dear Mr. Canton:

I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard™, MCI Detect™, and
AT&T NetprotectTM ) and insurance companies are too expensive. Monitoring
and proper notification by the IXCs must be a part of the basic interexchange
service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between IXC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.

No; of CoPies rec·d.h..·
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
telecommunications industry including users, vendors and carriers. I am sure.
that if we all work together we can and will make a positive impact on this
problem.

Sincerely,

..:::-~
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January 11, 1994

Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW
Washington, D.C. 20554

RE: CC Docket 93-292

Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed
RuleO .making concerning Toll Fraud. As a telecommunications
professional who is responsible for my company's communications
systems, I am encouraged by the proposed rulemaking because even
though I have taken each and every protective step recommended by
the IXC's and CPE vendors to secure my systems, I can still
experience toll fraud. It is impossible to secure my system 100%
from fraud.

.~. - ",

PBX owners should not be responsible for 100% fraud if we don't
control 100% of our destiny. Since our destiny is not only
controlled by our PBX security precautions, but also by the
information, services and equipment provided IXCs, LECs and CPEs,
the law should reflect that. It is preposterous to think that the
IXCs, LECs and CPEs who all have a very important part in this
issue, have absolutely no legal obligations to warn customers and
therefore, no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll
fraud with their equipment and provide recommended counter methods.
It is critical that CPEs ship equipment without default passwords
which are well known within the hacker community. Passwords should
be created during the installation of the equipment with the
customers full knowledge. CPEs should be required to include
security-related hardware and software in the price of their
systems. When you buy a car, the lock and key are provided in the
design and price of the car. Not an adj unct that you have to
purchase later.

While the programs offered by IXCs, such as Mel Detect, AT&T
NetProtect and Sprint Guard have broken new ground in relation to
preventing toll fraud, they still don't do enough. Some of these
services are too expensive for smaller companies and the
educational information is superficial.

.. • BullDIH6 PARTNERS •
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Monitoring by the IXCs should be a part of the basic interexchange
service offerings, as all companies, large and small, are
vulnerable to toll fraud. If the IXCs were monitoring all traffic,
there wouldn't be any cases of toll fraud for periods longer than
a day.

As hackers begin new methods of breaking in to systems by using
local lines instead of 800 numbers, the LECs should be required to
offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability.
They are fair and equitable. Shared liability will require clear
definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the
customer of the toll fraud risks associated with features of the
CPE, and the IXCs and LECs to offer detection and prevention
programs and educational services. If toll fraud occurs and one of
the parties should fail to meet these responsibilities and prove to
be negligent, then they should bear the cost of the fraud. I do
not believe any damages should be awarded to the aggrieved parties.
Should all parties have met the aforementioned responsibilities,
and toll fraud occurs, then liability should be shared equally.

However, shared liability only addresses the symptom of the problem
of toll fraud and not the cause.

The root of this insidious crime of toll fraud is the hacker
community. As the information highway widens, so do the endless
opportunities for hackers to compromise our communication systems.
I do not believe it when the hackers state they only "hack" to gain
knowledge. If this were the case, there wouldn/t be a toll fraud
problem. While it is the hacker who breaks in to the systems and
sells the information, it is the call sell operations that truly
profit from it.

Until we come up with and adequate method for law enforcement to
catch and prosecute these criminals, toll fraud will continue to
grow beyond the $5 billion problem it is today. We must develop
legislation that clearly defines and penalizes this criminal
activity and gives law enforcement the tools it needs to track and
prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am
encouraged that if we all work together we can make a positive
impact on this terrible problem.

Sincerely,

1··~1,1I~~"""""-"___
Vicki Berryman
Director of Communications
(602) 379-2099

VB:tmc
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Mr. William F. Canton
Acting Secretary
Federal Communications Co mission
1919 M Street NW
Washington, D.C. 20554

RE: CC Docket 93-292

Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company's
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC's and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LEes and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords wldch are well known within the hacker cpmmunity., Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn't be any cases of toll fraud for periods longer than a day.

No. of Copies rec'dfg!~::
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LEes should be required to offer monitoring services similar to the IXes.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear defInitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack' to gain knowledge. If this
were the case, there wouldn't be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

s~~{;~
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January 11, 1994

Mr. William F. Canton
Acting Secretary
Federal Communications Commission
191 9 M Street NW i

Washington, DC 20554 J
Re: CC Docket no. 93-292

Dear Mr. C2nton:
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I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard™, Mel DetectTH, and
AT&T Netprotect™ ) and insurance companies are too expensive. Monitoring
and proper notification by the !xes mw:t be a part of the basic interexchange
service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between IXC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.

No. of COPieS rec'd~'
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
telecommunications industry including users, vendors and carriers. I am sure.
that if we all work together we can and will make a positive impact on this
problem.

.. 1
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January 11, 1994

Mr. William F. Canton
Acting Secretary
Federal Communications Commission
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1919 M Street NW
Washington, DC 20554

Re: CC Docket no. 93-292

Dear Mr. Canton:
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I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how manysteps I take to secure
my:sys!ems, I am stillvutnerable to toll fraud. Thaf is why I am so
encouraged by the proposed rule making.

PBX owners should not berespons'ible for 1OO%'of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors. '
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard™, MCI Detect™, and
AT&T Netprotect™ ) and insurance companies are too expensive. Monitoring
and proper notification by the IXCs must be a part of the basic interexchange
'service offerings. This should eliminate cases of ~oli fraudgreate; then 24
hours.

LEes must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
lin~ b,etween, IXC an.d LEC becomes fuzzier,monitoring and ,proper
liiitificiifdii bya11 carrierS Wi!lbk!ev~n rho're applicable: ..... ,}, L
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
telecommunications industry including users, vendors and carriers. I am sure,
that if we all work together we can and will make a positive impact on this
problem.

Sincerely,

Supervisor
Telecommunication Services
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Dear Mr. canton,
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MINNESOTA MUTUAL

I a. a teleco..unicationa professional who is responsible for my
ca-pany's teleca.munications sy.t... and I .. painfully aware that
althouqh I aay reduce the risk, no ..tter how .any .teps I take to
secure my syst_, I .. still vulnerable to toll fraud. That is
why I aa so encouraged by the proposed rule making.

PBX"owners should not be responsible for 100' of toll fraud if we
are riot control1inq 100' of our de.tiny. This de.tiny is
ultiaately controlled by not only our iaple.entation and proper use
of PBX .ecurity features, but by the information, equipment and
service. provided by lXCs, LECs and CPR vendors. The 189al
obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate toll fraud.

CUrrent prograJllS offered by soae IXCs (Sprint Guard , MCl Detect ,
and AT'T Netprotect ) and insurance coapanies are too expensive.
Monitoring and proper notification by the IXCs must be a part of
the basic interexchange service offerings. This should eliminate
cases of toll fraud greater than 24 hours.

LECs must also provide monitoring and proper notification as a part
of their basic service offerings. Local lines are also vulnerable
to toll fraud. As the line between IXC and LEC becomes fuzzier,
monitoring and proper notification by all carriers will be even
more applicable.

CPE vendors need to view teleco..unications security as a cost of
doing business instead of as an opportunity to sell additional
products and service.. CPE vendors should be required to provide
warnings-about the ri.ks of toll fraud as it specifically relates
to their equipment and provide solutions to reduce the risk of toll
fraud. All CPE should be delivered without standard default
passworas which are well known to the criminal cOlDllunity. All i.

login IDs, inclUding those used by the vendor, should be diSClOS~
at the time of purchase and at installation. All cusmr ~ '
passwords No.· l8S ree I~~­
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should be changed or created at inatallation and the cuato..r
should receive written assurance that all vendor paasword ...t
ainisua require.ent regarding length, change schedule and alpha
nuaeric foraat. CPE vendors should be encouraged to offer security
related hardware and software in the price of their systems.

The provi.ions outlined in the NPRK are fair and equitable. Shared
liability will require clearly defining the responsibilities of the:

- CPE owner to .ecure the equipment,
- CPE vendors to warn custo..r. of the specific toll fraud

ri.ks associated with their equipment,
- IXC. and LECs to offer detection, notification, prevention,

and education offerings and services.

If 1:qll fJ'aud ocClira due to the nevliCJence of one or acre parti_
then the financial 10•• should be equitably distributed among the
negligent partie.. If there is no proven negligence, the financial
loss should be equitably distributed among CPE owner and all CPE
vendor(s), LEC(s), and IXC(s) involved.

Toll fraud is a financially devastating problem that effects the
entire teleco..unications industry, inclUding users, vendors and
carriers. I am sure that if we all work toqether we can, and will,
make a positive impact on this problem.

Sincerely,

Jeanne M. Malone
Manager, Telecommunications



I

January 11, 1994 DOCKET FILE COpy ORIGINAl

Mr. William F. Canton
Acting Secretary
Federal Communications Co
1919 M Street NW
Washington, DC 20554
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Re: CC Docket no. 93-292

Dear Mr. Canton:

I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should· provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint GuardTH, MCI DetectTH, and
AT&T NetprotectTH ) and insurance companies are too expensive. Monitoring
and proper notification by the IXCs must be a part of the basic interexchange
service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between IXC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to prQyide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard .
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change sc~edule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
telecommunications industry including users, vendors and carriers. I am sure.
that if we all work together we can and will make a positive impact on this
problem.

Sincerely,

&un~~ j}
~tL& ~~~.L______
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January 11, 1994

Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW
Washington, DC 20554 \

Re: CC Docket no. 93-292 J
Dear Mr. Canton:

I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although , may reduce the risk, no matter how many steps , take to secure
my systems, , am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXes (Sprint Guard™, MCI Detect™, and
AT&T Netprotect™ ) and insurance companies are too expensive. Monitoring
and proper notification by the IXes must be a part of the basic interexchange
service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between 'XC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security related hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
telecommunications industry including users, vendors and carriers. I am sure.
that if we all work together we can and will make a positive impact on this
problem.
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January 11, 1994

Mr. William F. Canton
Acting Secretary
Federal Communications Commission
1919 M Street NW
Washington, DC 20554

Re: CC Docket no. 93-292

Dear Mr. Canton:

I am a telecommunications professional who is responsible for my
company's telecommunication systems and I am painfully aware that
although I may reduce the risk, no matter how many steps I take to secure
my systems, I am still vulnerable to toll fraud. That is why I am so
encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not
controlling 100% of our destiny. This destiny is ultimately controlled by not
only our implementation and proper use of PBX security features but by the
information, equipment and services provided by IXCs, LECs and CPE vendors.
The legal obligations of the IXCs, LECs and CPE vendors should provide the
proper incentive to reduce and eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guard™, Mel Detect™, and
AT&T Netprotect™ ) and insurance companies are too expensive. Monitoring
and proper notification by the IXCs must be a part of the basic interexchange
service offerings. This should eliminate cases of toll fraud greater then 24
hours.

LECs must also provide monitoring and proper notification as a part of their
basic service offerings. Local lines are as vulnerable to toll fraud. As the
line between IXC and LEC becomes fuzzier, monitoring and proper
notification by all carriers will be even more applicable.
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CPE vendors need to provide telecommunications security as a cost of doing
business instead of an opportunity to sell additional products and services.
CPE vendors should be required to provide warnings about the risks of toll
fraud, as it specifically relates to their equipment and provide solutions to
reduce the risk of toll fraud. All CPE should be delivered without standard
default passwords, which are well known to the criminal community. All
login IDs, including those used by the vendor, should be disclosed at the time
of purchase and at installation. All customer passwords should changed or
created at installation and the customer should receive written assurance
that all vendor passwords will meet minimum requirements regarding
length, change schedule, and alpha numeric format. CPE vendors should be
encouraged to offer security re~ated hardware and software in the price of
their systems.

The provisions outlined in the NPRM are fair and equitable. Shared liability
will require clearly defining the responsibilities of the;

- CPE owner to secure their equipment
- CPE vendors to warn customers of the specific toll fraud risks

associated with their equipment
- IXCs and LECs to offer detection, notification, prevention, and

education offerings and services

If toll fraud occurs due to the negligence of one or more parties then the
financial loss should be equitably distributed among those negligent parties.
If their is no proven negligence the financial loss should be equitably
distributed among CPE owner, and all CPE vendor(s), LEC(s) and IXC(s)
involved.

Toll Fraud is a financially devastating problem that effects the entire
telecommunications industry including users, vendors and carriers. I am sure.
that if we all work together we can and will make a positive impact on this
problem.

Sincere·fy ,

1
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530 Oak CourT Drive, Suite 300
Memphis, Tennessee 38117

POBox 171199
Memphis Tennessee 3B187-1199

January 19, 1994

Mr. William F. Canton
Acting sec:retaIy
Federal Ccmruni.catia carmission
1919 M. Stt:eet
Washington, DC 20554

Re: CC Docket 93-292

Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed
Rulemakinq concerni.ng Toll Fraud. As a telecCm1lmications professional
who is :responsible for my carpany 's camunications systems, I am encour­
aged by the pl.'OpOSeCi nliemakinq because even though I have taken each
and every protective step rec::armemed by the !XC I S and CPE vendors to
secure my systans, I can still experience toll fraud. It is inp::>ssible
to secure my systan 100% f:ran fraud.

PBX owners should. not be :responsible for 100% of the toll fraud if we
don't control 100% of our destiny. Since our destiny is not only con­
trolled by our PBX security precautions, rot also by the infoDnation,
services and equiprent provided IXCs, LEX::s and CPEs, the law should
:reflect that. It is preposterous to think that the ISCs, LEes and CPEs
who all have a very inIJortant part in this issue, have absolutely no
legal obligations to warn. ,custarers and therefore, no real incentive to
stop fraud.

CPEs should be required to provide warnings a1:xJut the risks of toll
fraud with their equiprent and provide recan:nenjed counter methods. It
is critical that CPEs ship equipnent without default passwords, which
are well known within the hacker camunity. PasSWOJ:ds should be created
during the installation of the equiprent with the custarers full knowl­
edge. CPEs should be required to include security-related hardware and
software in the price of their systans. When you buy a car, the lock
and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the px:ograms offered by IXCs, such as loCI Detect, AT&T NetProtect
and Sprint Guard have broken new grourrl in :relation to preventing toll
fraud, they still don't do enough. Sane of these services are too expen­
sive for smaller carpmi.es and the educational infoDnation is superfi­
cial. Monitoring by the ISCs should be a part of the basic
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Mr. William F. Canton
Page 2
January 19, 1994

i.nt:eJ:exchange service offerings, as all eatpmies, large arrl small, are
vulnerable to toll fraud. If the IXCs wm nonitoring All traffic,
there wouldn't be any cases of toll fraud for periods longer than a day.
As hackers begin new nethods of breaking in to systems by using local
lines instead of 800 rwmbers, the un; sb:Juld be required to offer roni­
toring services similar to the IXCs.

I awlaud the provisions outlined in the NPRM on shared liability. '!bey
are fair arrl equitable. Shared liability will require clear definitions
of the specific responsibility of CPE owner to secuz:e their equipnent,
the manufacturer to adequately wam the custaler of the toll fraud risks
associated with features of the CPE, arrl the IXCs arrl LOCs to offer
detection arrl prevention programs arrl education services. If toll fraud
occurs arrl one of the parties slnlld fail to meet tb9se responsibilities
arrl prove to be negligent, then they should bear the cost of the fraud.
I do not believe any damages sOOuld be awarded to the aggrieved par­
ties. Should all parties have met the afon:mentioned resp:msibilities,
and toll fraud occurs, then liability should be shared equally.

However, shared liability only addI:esses the symptan of the problem of
toll fraud arrl not the cause.

The roof of this insidious crime of toll fraud is the hacker carmmi.ty.
As the infonnation highway widens, so do the errlless opportunities for
hackers to cooprani.se our camunication systems. I do not believe it
when the hackers state they only "hack" to gain knowledge. If this were
the case, there wouldn't be a toll fraud problem. While it is the hack­
er wOO breaks into the systems arrl sells the infonnation, it is the call
sell operations that truly profit fran it.

Until we cane up with an adequate methrxl for low enforcement to catch
arrl prosecute these criminals, toll fraud will continue to grow beyorrl
the $5 billion problem it is today. we nust develop legislation that
clearly defines and pmliizes this criminal activity and gives law en­
forcement the tools it need to track and prosecute the perpetrators of
toll fraud.

'lbll fraud is an illegal, fraudulent theft of service. I am encouraged
that if we all work together we can make a positive inpact on this terri­
ble problem.

Si..nceJ:ely,



~ hulllltries. lac.
Post Office Box 7305
Kansas City. Missouri 64116-0005
Telephone: 816459-6000
Facsimile: 816459-6979

DOCKET F\L.E COpy ORIGINAl

:/;. AEOEIVED
"

FCC MAIL ROOM

Mr. William F. Canton
Acting Secretary
Federal Communications Com ission
1919 M Street NW
Washington, DC 20554

RE: CC Docket no. 93-292

Dear Mr. Canton:

January 19, 1994

I am a telecommunications professional who is responsible for my company's
telecommunication systems and I am painfully aware that although I may reduce the
risk, no matter how many steps I take to secure my systems, I am still vulnerable to
toll fraud. That is why I am so encouraged by the proposed rule making.

PBX owners should not be responsible for 100% of toll fraud if we are not controlling
100% of our destiny. This destiny is ultimately controlled by not only our
implementation and proper use of PBX security features but by the information,
equipment and services provided by IXCs, LECs and CPE vendors. The legal obligations
of the IXCs, LECs and CPE vendors should provide the proper incentive to reduce and
eliminate all toll fraud.

Current programs offered by some IXCs (Sprint Guardlll
, MCI Detectlll , and AT&T

Netprotectlll ) and insurance companies are too expensive. Monitoring and proper
notification by the IXCs must be a part of the basic interexchange service offerings.
This should eliminate case of toll fraud greater than 24 hours.

LECs must also provide monitoring and proper notification as a part of their basic
service offerings. Local lines are as vulnerable to toll fraud. As the line between IXC
and LEC becomes fuzzier, monitoring and proper notification by all carriers will be even
more applicable.

CPE vendors need to provide telecommunications security as a cost of doing business
instead of an opportunity to sell additional products and services. CPE vendors should
be required to provide warnings about the risks of toll fraud, as it~pecifically relates
to their equipment and provide solutions to reduce the risk of toll fraud. All CPE should
be delivered without standard default passwords, which are well known to the criminal
community. All login IDs, including those used by the vendor, should be disclosed at
the time of purchase and at installation. All customer passwords should be changed,
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